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A Network Security Situation Prediction Method for Intelligent Water
Conservancy Based on MSCPO-BiGRU
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(1. School of Computer and Communication Engineering, Changsha University of Technology ;2. School of Hydraulic and Environ-
mental Engineering , Changsha University of Technology ;3. Network Information Technology Department of Hunan Provincial Flood
and Drought Disaster Prevention Center, Changsha 410000, China)

Abstract: Intelligent water conservancy serves as the core industry and key field of national key information infrastructure. Research on its
network security situation prediction technology can effectively enhance the industry’s overall security protection capability and risk early—
warning level. To address the complexity and variability in predicting the security situation of intelligent water conservancy networks , a predic-
tion method based on Bidirectional Gated Recurrent Unit (BiGRU) and Multi—-Swarm Chaotic Particle Optimization Algorithm (MSCPO) is
proposed. This method first employs the MSCPO algorithm to optimize the hyperparameters of BiGRU, including the number of iterations,
learning rate, and number of hidden layer nodes. Subsequently, the optimized BiGRU unit is used for situation prediction. Experimental re-
sults on the SWaT dataset demonstrate that the proposed method achieves a mean square error of 0.002 8, an average absolute error of
10.97%, and a determination coefficient of 0.916 1. Compared with traditional algorithms, the proposed method exhibits higher prediction ac-
curacy and stability, providing effective support for the construction of intelligent water conservancy network security.
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Fig. 1 Situation prediction model structure based on MSCPO-BiGRU
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Fig.2 Construction flow of the MSCPO-BiGRU prediction model
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Table 3 Abnormal behavior types in the SWaT dataset
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Fig. 6 Line chart of the actual situation values
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Table 4 Comparison of time complexities of different algorithms

F4 REHEEMBSERELR

Fk BHE
GRU O(T(DH + H?))
BiGRU 02T (DH + H?))
PSO-GRU O(N-I-T(DH + H?))
PSO-BiGRU O(N-I-2T(DH + H*))
MSCPO-GRU O(S*N+I-T(DH + H?))

MSCPO-BiGRU O(S*N-1-2T(DH + H?))

Pl 25 & 7 s . AT RLE L, R R PSO Bk 1)
GRU Fll BiGRU #5784 ) 5 0l 280 SR 5 S b A el A7 — o 22
5, BIGRU 76K B W75 T GRUBE A . PSO-GRU i 4 £x
JE AR R AR 25 A R TR, {4 A T s # 5 L S AR A
AR — B0, B AR b AR R A PSO 892 19 GRU B AL B 41
AT MSCPO-BiGRU £ 1 5 MSCPO-GRU #5757 Fil ]
F AR ATy A 25 AR KB AE TR B2 I, MSCPO-BiGRU
W& T MSCPO-GRU #5%! ,

—— ETE ’
0.94 ~e NMSCPO-BiGRU i
- @ MSCPO-GRU ,’
-®  PSO-BiGRU
0.8 ~® PsO-GRU
0.7
g, 6
2R
a2
0.51
0.44
0.3+

5
HAFS
Fig. 7 Comparison of prediction accuracy among different models
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Table 5 Comparison of prediction error indicators among different

models
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